




Legal has to really understand the risk because in 
today’s world it’s not a question of “if” you will be hacked, 
but “when” you will be hacked. And, it’s important 
to understand how your company’s infrastructure is set 
up so that you are not only able to reinforce policies 
with the business people, but in a litigation sense, that 
you’re sure that your data is secure and that you’re 
able to manage it well when you transfer data outside 
your company’s control. 

Hagarty: To follow up on Tony’s point regarding the 
legal department as risk and information manager for 
data, be sure that Legal and IT coordinate—particularly 
on new and/or emerging technologies. As an example, 
organizations are flocking to the cloud as a way to cut 
cost, but technology teams must be made aware of  
certain risks associated with this 
this type of move and must also 
be patient while Legal builds 
proper contractual protections in 
the event of a data breach.

Credit Card Processing  
Enlow-Novitsky: At Bank of Amer-
ica Merchant Services, we are a credit card processor,
a joint venture between Bank of America and First 
Data, and so we look at data security from different  
angles. First of all, making sure that we’re PCI DSS 
(“Payment Card Industry Data Security Standard”) 
compliant, and secondly, assisting our merchants with 
their security. If our merchants are breached, we also 
assist them with the resulting fallout, forensic investi-
gations, etc.

Corporate Culture – Innovation vs. Control; 
Avoiding “Compliance Complacency”  
Knaapen: I think it depends a lot on your corporate
culture as well as your company’s core business.  
If you’re really a technology company, obviously 
the motive is to be inventive, to be innovative, to be  
out there doing the latest things. If you’re a more  
established company, certainly Chevron’s been around 
for a 125-plus years, and something that has built 
gradually, you have the size and the infrastructure, 
the ability to build something, so our system is set up 
to be very controlled, to be very limited, to have a high 
level of security. 

But companies easily fall into a compliance complacency 
and you think because you’ve done something once 
or you’ve looked at it once, it’s adequate. Technology 
changes so quickly, that what used to be very secure on 
whatever bit encryption you had now can be hacked in  




















